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Overview 

General Security Concepts (12%) 
• Compare and contrast various types of security controls.  
• Summarize fundamental security concepts.  
• Explain the importance of Change Management processes and it’s impact on security.  
• Explain the importance of using appropriate cryptographic solutions 

Threats, Vulnerabilities & Mitigations (22%) 
• Compare and contrast common threat actors and motivations.  
• Explain common threat vectors and attack surfaces.  
• Explain various types of vulnerabilities.  
• Given a scenario, analyze indicators of malicious activity.  
• Explain the purpose of mitigation techniques used to secure the enterprise. 

Security Architecture (18%) 
• Compare and contrast security implications of different architecture models.  
• Given a scenario, apply security principles to secure enterprise infrastructure.  
• Compare and contrast concepts and strategies to protect data.  
• Explain the importance of resilience and recovery in security architecture. 

Security Operations (28%) 
• Given a scenario, apply common security techniques to computing resources.  
• Explain the security implications of proper hardware, software, and data asset management.  
• Explain various activities associated with vulnerability management.  
• Explain security alerting and monitoring concepts and tools.  
• Given a scenario, modify Enterprise capabilities to enhance security.  
• Given a scenario, implement and maintain identity and access management.  
• Explain the importance of automation and orchestration related to secure operations.  
• Explain appropriate incident response activities.  
• Given a scenario, use data sources to support an investigation 

Security Program Management & Oversight (20%) 
• Summarize elements of effective security governance.  
• Explain elements of the risk management process.  
• Explain the processes associated with third-party risk assessment and management.  



• Summarize elements of effective security compliance.  
• Explain types and purposes of audits and assessments.  
• Given a scenario, implement security awareness practices 

Acronyms 
Here’s a comprehensive list of acronyms you should know for the CompTIA Security+ SY0-701 exam. 
These acronyms are critical to understanding the key concepts across the exam objectives such as 
threats, vulnerabilities, architecture, risk, and incident response. 

Authentication, Authorization, and Identity 
• AAA – Authentication, Authorization, and Accounting 
• ACL – Access Control List 
• AD – Active Directory 
• LDAP – Lightweight Directory Access Protocol 
• SSO – Single Sign-On 
• MFA – Multi-Factor Authentication 
• TACACS+ – Terminal Access Controller Access-Control System Plus 
• RADIUS – Remote Authentication Dial-In User Service 
• SAML – Security Assertion Markup Language 
• OIDC – OpenID Connect 
• OAuth – Open Authorization 

Network and Security Architecture 
• VPN – Virtual Private Network 
• NAT – Network Address Translation 
• IDS – Intrusion Detection System 
• IPS – Intrusion Prevention System 
• SIEM – Security Information and Event Management 
• SDN – Software-Defined Networking 
• SD-WAN – Software-Defined Wide Area Network 
• UTM – Unified Threat Management 
• WAF – Web Application Firewall 
• DLP – Data Loss Prevention 
• TLS – Transport Layer Security 
• SSL – Secure Sockets Layer 
• IPSec – Internet Protocol Security 

Threats, Vulnerabilities, and Attacks 
• APT – Advanced Persistent Threat 
• MITM – Man-in-the-Middle 
• DoS – Denial of Service 



• DDoS – Distributed Denial of Service 
• XSS – Cross-Site Scripting 
• SQLi – Structured Query Language Injection 
• CSRF – Cross-Site Request Forgery 
• RAT – Remote Access Trojan 
• BOTNET – Robot Network 
• SOC – Security Operations Center 
• IOC – Indicator of Compromise 
• TTP – Tactics, Techniques, and Procedures 

Risk Management and Response 
• MTTR – Mean Time to Repair 
• MTTF – Mean Time to Failure 
• MTTD – Mean Time to Detect 
• RTO – Recovery Time Objective 
• RPO – Recovery Point Objective 
• BIA – Business Impact Analysis 
• BCP – Business Continuity Plan 
• DRP – Disaster Recovery Plan 
• RA – Risk Assessment 
• RMF – Risk Management Framework 

Tools and Technologies 
• MDM – Mobile Device Management 
• EDR – Endpoint Detection and Response 
• UEBA – User and Entity Behavior Analytics 
• SOAR – Security Orchestration, Automation, and Response 
• PKI – Public Key Infrastructure 
• HIDS/HIPS – Host-based IDS/IPS 
• NIDS/NIPS – Network-based IDS/IPS 
• EFS – Encrypting File System 
• FDE – Full Disk Encryption 

Certs, Encryption, and Hashing 
• AES – Advanced Encryption Standard 
• RSA – Rivest-Shamir-Adleman 
• ECC – Elliptic Curve Cryptography 
• SHA – Secure Hash Algorithm 
• HMAC – Hash-based Message Authentication Code 
• PGP – Pretty Good Privacy 
• CER – Certificate 
• CA – Certificate Authority 



• CSR – Certificate Signing Request 
• OCSP – Online Certificate Status Protocol 
• CRL – Certificate Revocation List 

Governance, Legal, and Compliance 
• GDPR – General Data Protection Regulation 
• HIPAA – Health Insurance Portability and Accountability Act 
• PII – Personally Identifiable Information 
• PHI – Protected Health Information 
• SOX – Sarbanes-Oxley Act 
• FISMA – Federal Information Security Management Act 
• NIST – National Institute of Standards and Technology 
• ISO – International Organization for Standardization 
• CIS – Center for Internet Security 
• PCI DSS – Payment Card Industry Data Security Standard 

Deep Dive Security+ SYO-701 Exam Topics 

General Security Concepts (12%) 

Compare and contrast various types of security controls.  

• Administrative (Managerial) Controls – Risk Assessments, Security Awareness Training, 
Acceptable Use Policies, Background checks, Business continuity plans, Incident response plans 

• Technical (Logical) Controls – Firewalls, encryption, authentication mechanisms, IDS/IPS, 
antivirus, MFA 

• Physical controls – Door locks, fences, biometric scanners, surveillance cameras, mantraps, 
security guards, fire suppression systems, motion sensors 

Here’s a comparison of various types of security controls, organized into three main categories: 
Administrative, Technical, and Physical controls. Each type plays a different role in protecting 
information systems and assets. 
 

1. Administrative (Managerial) Controls 

Feature Description Examples 

Purpose 
Define security policies, procedures, and 
governance 

Risk assessments, security awareness training 

Focus Human behavior and operational oversight Acceptable use policies, background checks 

Proactive/Reactive Mostly proactive 
Business continuity plans, incident response 
plans 



2. Technical (Logical) Controls 

Feature Description Examples 

Purpose Protect systems and data using technology 
Firewalls, encryption, authentication 
mechanisms 

Focus Enforce policies through automated systems IDS/IPS, antivirus, MFA 

Proactive/Reactive 
Can be both proactive (e.g., access control) and 
reactive (e.g., logs) 

SIEM, VPN, data loss prevention (DLP) 

 

3. Physical Controls 

Feature Description Examples 

Purpose 
Prevent physical access to IT systems and 
facilities 

Door locks, fences, biometric scanners 

Focus 
Protect hardware and infrastructure from 
unauthorized access or damage 

Surveillance cameras, mantraps, security guards 

Proactive/Reactive 
Mostly proactive, some can be reactive (e.g., 
alarms) 

Fire suppression systems, motion sensors 

 

Additional Breakdown by Function: 

Control Type Purpose Example 

Preventive Stop security incidents before they occur Firewalls, security training 

Detective Identify and record incidents IDS, audit logs 

Corrective Respond to and fix security issues Backup restore, patch management 

Deterrent Discourage violations Warning signs, security awareness 

Compensating 
Provide alternatives when primary controls 
aren’t feasible 

Manual reviews, temporary MFA 

 

Summary 

Category Key Focus Main Tools Primary Role 

Administrative People & policies Procedures, training, governance Set rules & expectations 

Technical Systems & data Software & hardware tools Enforce access and security 

Physical Environment & access Locks, guards, alarms Protect infrastructure 

 



Summarize fundamental security concepts.  

Here’s a concise summary of fundamental security concepts every cybersecurity professional or IT 
stakeholder should understand: 

Fundamental Security Concepts 

1. CIA Triad 

The core of information security: 
• Confidentiality – Ensuring data is only accessible to authorized users (e.g., encryption, access 

control). 
• Integrity – Maintaining accuracy and consistency of data (e.g., hashing, checksums). 
• Availability – Ensuring data and systems are accessible when needed (e.g., backups, 

redundancy). 

2. Authentication, Authorization, and Accounting (AAA) 

• Authentication – Verifying identity (e.g., passwords, biometrics). 
• Authorization – Granting access to resources based on identity. 
• Accounting – Tracking user actions and resource usage (e.g., logs, audits). 

3. Least Privilege 

Users and systems should only have the minimum level of access required to perform tasks. 

4. Defense in Depth 

Layered security approach using multiple types of controls (physical, technical, administrative) to 
protect systems. 

5. Risk Management 

Identifying, assessing, and mitigating risks to information systems through: 
• Risk assessment 
• Threat modeling 
• Mitigation strategies 

6. Security Policies and Procedures 

Documented rules and guidelines that define how to protect systems and data. 

7. Threats, Vulnerabilities, and Exploits 

• Threat – Potential cause of harm (e.g., malware, hackers). 
• Vulnerability – Weakness that can be exploited. 
• Exploit – Method used to take advantage of a vulnerability. 

8. Security Controls 

Measures implemented to reduce risk: 
• Preventive (e.g., firewalls) 
• Detective (e.g., intrusion detection) 
• Corrective (e.g., patches, restores) 



9. Security Awareness and Training 

• Educating users to recognize and respond to security threats (e.g., phishing emails, social 
engineering). 

10. Incident Response 

• Structured process for detecting, responding to, and recovering from security breaches. 

 

Importance of Change Management Processes & Their Impact on Security 

Change management is a structured process used to plan, test, implement, and document changes to 
systems or environments. It plays a critical role in maintaining security in IT and business operations. 

Why Change Management Is Crucial for Security 

1. Prevents Unauthorized Changes 

• Ensures only approved and documented changes are made. 
• Minimizes the risk of insider threats or accidental misconfigurations. 

2. Reduces Vulnerabilities 

• Poorly implemented changes (e.g., misconfigured firewalls, open ports, weak credentials) create 
security gaps. 

• Change control helps identify and address vulnerabilities before they are introduced. 

3. Improves Visibility and Accountability 

• Tracks who made what change, when, and why. 
• Enables auditing and forensic investigations if an incident occurs. 

4. Enables Risk Assessment Before Deployment 

• Every proposed change goes through risk evaluation to assess potential security implications. 
• Example: Updating a server OS includes reviewing compatibility and patching known CVEs 

(Common Vulnerabilities and Exposures). 

5. Supports Incident Response and Recovery 

• Well-documented changes can help diagnose root causes quickly during security incidents. 
• Rollback plans or backups are part of controlled change processes. 

6. Ensures Compliance 

• Many standards (e.g., HIPAA, PCI-DSS, ISO 27001, NIST) require formal change management as 
part of security and audit controls. 

7. Risks of Poor or Absent Change Management 

• Data Breaches - Misconfigured permissions expose sensitive data 
• Downtime - Unplanned changes crash production systems 
• Audit Failures - Lack of documentation leads to compliance violations 
• Shadow IT - Unauthorized tools/services introduce unknown vulnerabilities 
• Lack of Traceability - Hard to identify what caused a system failure or breach 



8. Best Practices for Secure Change Management 

• Formal approval workflows (CAB – Change Advisory Board) 
• Risk and impact assessments before implementation 
• Testing and validation in a staging environment 
• Documentation and version control for all changes 
• Rollback/contingency plans 
• Post-implementation reviews (lessons learned) 
• Security sign-off for high-impact changes 

Summary 

Effective change management is not just an IT operations concern—it's a core security control. It 
reduces risk, enhances accountability, and ensures system integrity by enforcing structured, deliberate, 
and secure transitions in your environment. 

Importance of Using Appropriate Cryptographic Solutions 

Cryptography is essential to securing data at rest, in transit, and in use. However, using the appropriate 
cryptographic solutions—not just any encryption—is critical to maintaining confidentiality, integrity, and 
trust in your systems. 

Why Appropriate Cryptographic Solutions Matter 

1. Ensures Data Confidentiality 

• Proper encryption prevents unauthorized access to sensitive information like personal data, 
financial records, or credentials. 

• Example: TLS for securing web traffic; AES for encrypting files. 

2. Maintains Data Integrity 

• Cryptographic hashing algorithms (e.g., SHA-256) help detect tampering or corruption of data. 
• Ensures data remains unchanged during storage or transmission. 

3. Enables Authentication and Trust 

• Digital certificates and signatures (e.g., RSA, ECC) verify identity and source authenticity. 
• Critical for trust in email, websites, software updates, etc. 

4. Supports Regulatory Compliance 

• Compliance frameworks (e.g., HIPAA, GDPR, PCI-DSS, FISMA) require strong encryption and key 
management practices. 

• Inappropriate algorithms (e.g., MD5, DES) may result in audit failures. 

5. Prevents Cryptographic Attacks 

• Outdated or weak algorithms are vulnerable to brute-force or cryptanalysis attacks. 
• Example: Deprecated algorithms like RC4 or SHA-1 are no longer secure. 

Risks of Using Inappropriate Cryptographic Solutions 

• Data breaches-Using weak encryption like DES allows attackers to decrypt 
• Man-in-the-middle attacks-Using unvalidated SSL/TLS certificates 
• Compliance violations-Failure to meet encryption standards (e.g., AES-256) 



• Loss of integrity-Hash collisions with MD5 or SHA-1 
• System compromise-Hardcoded or reused keys can be exploited 

Key Considerations for Selecting Cryptographic Solutions 

• Algorithm Strength – Choose proven algorithms (e.g., AES, SHA-256, RSA, ECC) 
• Key Management – Use secure methods to generate, store, rotate, and revoke keys 
• Performance vs Security – Balance computational cost with risk (e.g., AES-128 vs AES-256) 
• Context-Specific Use – Different cryptographic tools are optimized for different tasks: 

o Encryption: AES, RSA 
o Hashing: SHA-256, SHA-3 
o Digital Signatures: RSA, ECDSA 
o Secure Communication: TLS 1.3 

Summary 

Cryptography is only effective when implemented correctly with appropriate, modern, and secure 
methods. Selecting the wrong tool—or misusing the right one—can leave systems just as vulnerable as 
having no protection at all. 

Threats, Vulnerabilities & Mitigations (22%) 

Common Threat Actors and Their Motivations 

Threat Actor Skill Level Motivation(s) Common Targets Example Tactics 

Hacktivists 
Moderate to 
High 

Ideological, political, or social 
activism 

Government, corporations, 
law enforcement 

DDoS, website 
defacement, data leaks 

Cybercriminals 
Varies (Low–
High) 

Financial gain (e.g., theft, 
fraud, extortion) 

Individuals, banks, retailers, 
SMBs 

Ransomware, phishing, 
card skimming 

Nation-State 
Actors 

High 
Espionage, cyber warfare, 
strategic advantage 

Government, defense, critical 
infrastructure 

APTs, zero-days, supply 
chain attacks 

Insiders Low to High 
Financial gain, revenge, 
ideology, coercion 

Employer organization 
Data theft, sabotage, 
privilege abuse 

Script Kiddies Low 
Thrill-seeking, reputation, 
learning 

Random systems, poorly 
secured networks 

Pre-built exploit kits, web 
defacement 

Terrorist Groups Moderate 
Psychological impact, 
disruption, propaganda 

Infrastructure, public services, 
citizens 

Cyberattacks to cause 
panic or fear 

Competitors 
Moderate to 
High 

Corporate espionage, market 
advantage 

Rival businesses 
Insider recruitment, data 
exfiltration 

Cyber Vandals 
Low to 
Moderate 

Destruction, chaos, attention 
Public websites, social 
platforms 

Website defacement, 
disruptive scripts 

 



Key Comparisons 

Factor Nation-States Cybercriminals Hacktivists Insiders Script Kiddies 

Motivation Espionage, warfare Money Ideology/Activism Personal/Financial Fun or attention 

Resources Very High Varies Moderate Low to High Very Low 

Sophistication 
Advanced 
Persistent 

Moderate to 
Advanced 

Moderate Depends on role Basic 

Longevity of 
Attack 

Long-term Opportunistic Campaign-based 
One-time or 
ongoing 

Short-term 

Targeted 
Approach 

Highly targeted 
Targeted or 
widespread 

Targeted 
campaigns 

Internal systems Random/untargeted 

 

Summary by Motivation 

• Financial Gain - Cybercriminals, Insiders, Competitors 
• Political/Ideological - Hacktivists, Nation-State Actors, Terrorists 
• Personal Grievance - Insiders, Cyber Vandals 
• National Interest - Nation-State Actors 
• Curiosity/Fame - Script Kiddies, Cyber Vandals 

Final Thought 

Understanding who the threat actors are and why they attack helps organizations design more targeted 
defenses—whether it’s insider monitoring, geopolitical threat intel, or ransomware detection. 

Threat Vectors vs. Attack Surfaces 

• Threat Vector - The path or method used by an attacker to gain unauthorized access to a system 
• Attack Surface - The total set of points where unauthorized users could try to enter or extract data 

Common Threat Vectors (How Attacks Happen) 

Threat Vector Description Examples 

Phishing 
Deceptive emails/messages to trick users into revealing 
info 

Email with malicious link or fake login 
page 

Malware Software designed to disrupt, damage, or gain access Ransomware, spyware, trojans, viruses 

Social Engineering Exploiting human behavior to gain access Impersonation, pretexting, baiting 

Unpatched 
Vulnerabilities 

Exploiting known software flaws CVE exploits, outdated applications 

Drive-by Downloads 
Automatic download of malware from compromised 
websites 

Visiting a malicious or compromised 
site 

Insider Threats Malicious or negligent actions by employees Data theft, privilege misuse 



Threat Vector Description Examples 

Man-in-the-Middle 
(MitM) 

Intercepting and altering communications Unsecured Wi-Fi, HTTPS spoofing 

Credential Stuffing Using stolen credentials on multiple sites 
Exploiting reused 
usernames/passwords 

Supply Chain Attacks 
Targeting third-party vendors to compromise the main 
system 

Trojanized software updates 

Remote Access Exploits Exploiting RDP, VPN, or remote tools 
Brute force on RDP, stolen VPN 
credentials 

 

Common Attack Surfaces (Where Attacks Can Happen) 

Attack Surface Description Examples 

Web Applications Public-facing websites and services Login forms, APIs, e-commerce pages 

Endpoints User devices that connect to the network Laptops, mobile phones, IoT devices 

Email Systems Gateways for phishing, malware, and social engineering Outlook, Gmail, mail servers 

Network Infrastructure Routers, firewalls, ports, and network protocols Open ports, misconfigured firewalls 

Cloud Environments Cloud-hosted services, data storage, and APIs Misconfigured S3 buckets, insecure APIs 

Human Users The weakest link in many systems Falling for scams, poor password practices 

Third-party Vendors Vendors or partners with system access Software suppliers, outsourced support 

APIs Interfaces for data and service exchange Insecure endpoints, lack of rate limiting 

Physical Devices Physical access to systems or facilities USB drops, badge cloning, stolen laptops 

 

Why It Matters 

Understanding threat vectors and attack surfaces helps organizations: 
• Harden systems against known entry points 
• Educate users on risky behaviors 
• Prioritize patching and updates 
• Monitor high-risk interfaces and accounts 
• Reduce the overall attack surface through segmentation, least privilege, and secure design 

Summary 

• Threat Vectors - Attack methods - Helps design defensive mechanisms 
• Attack Surfaces - Potential entry points - Helps reduce exposure & monitor critical areas 

 



Various types of vulnerabilities.  

Here’s an overview of various types of vulnerabilities commonly found in systems, software, and 
human processes. These weaknesses can be exploited by threat actors to compromise confidentiality, 
integrity, or availability. 

1. Software Vulnerabilities 

Type Description Example 

Buffer Overflow 
Excess data overflows into adjacent memory, 
allowing code execution 

Attackers inject malicious code via 
input 

SQL Injection (SQLi) Malicious SQL code inserted into input fields 
Bypassing login forms to access 
databases 

Cross-Site Scripting (XSS) Malicious scripts injected into web pages Stealing cookies or session tokens 

Cross-Site Request Forgery (CSRF) Tricks user into executing unwanted actions 
Changing account settings without 
consent 

Unvalidated Input Input not properly checked or sanitized Leads to injection or logic errors 

Race Conditions 
Timing issues in code execution cause 
unpredictable behavior 

Elevating privileges or accessing 
resources 

 

2. Configuration Vulnerabilities 

Type Description Example 

Default Credentials Using factory-set usernames/passwords Admin/admin still enabled on routers 

Open Ports Unsecured network ports left open Exposed RDP or SSH ports 

Misconfigured Firewalls Inadequate rules allow unauthorized access Overly permissive inbound rules 

Excessive Permissions Users or apps have more access than needed 
A user can access and delete system 
logs 

Unpatched Systems Lack of updates exposes known vulnerabilities Exploiting CVEs not yet fixed 

 

3. Authentication and Authorization Vulnerabilities 

Type Description Example 

Weak Passwords Easy-to-guess or reused passwords "password123", reused across services 

Broken Authentication Flaws in login/session handling Session hijacking or fixation attacks 

Privilege Escalation Gaining higher-level access than intended Local user becomes admin through exploit 

Improper Access Control Failure to restrict access based on roles Any user can access admin-only pages 

 



4. Network Vulnerabilities 

Type Description Example 

Man-in-the-Middle (MitM) 
Attacker intercepts communication between 
parties 

Capturing credentials over unsecured Wi-Fi 

DNS Spoofing 
Redirects users to malicious websites by 
corrupting DNS responses 

Fake banking site used for credential theft 

ARP Poisoning 
Manipulates network traffic via spoofed ARP 
messages 

Redirects traffic through attacker's machine 

Sniffing Monitoring network traffic for unencrypted data Capturing emails or passwords in transit 

 

5. Human and Social Engineering Vulnerabilities 

Type Description Example 

Phishing Trick users into revealing information Fake login pages or urgent email requests 

Pretexting Attacker pretends to be someone else to gain access Impersonating IT support 

Tailgating Following someone into a secure facility Unauthorized entry without badge 

Lack of Security Awareness Employees fall for scams or misuse systems Clicking on suspicious links 

 

6. Physical Vulnerabilities 

Type Description Example 

Unsecured Devices Systems left unattended or not locked Unauthorized access to a logged-in computer 

Poor Facility Security 
Inadequate access control to server 
rooms 

Anyone can enter restricted areas 

Removable Media 
Infected USB drives plugged into 
machines 

Malware infection or data exfiltration 

 

Summary Table 

Category Key Risk Focus Common Examples 

Software Code weaknesses SQLi, buffer overflows 

Configuration Mismanagement of settings Default creds, open ports 

Authentication Access flaws Weak passwords, session hijacking 

Network Communication weaknesses MitM, sniffing, spoofing 



Category Key Risk Focus Common Examples 

Human Social engineering Phishing, tailgating 

Physical Device/facility access Unlocked screens, unsecured rooms 

 

Given a scenario, analyze indicators of malicious activity.  

To analyze indicators of malicious activity, you must identify patterns, behaviors, or anomalies that 
suggest a potential security incident. Below is a framework-based approach to help you assess a 
scenario and determine if malicious activity is likely occurring. 

Step-by-Step Analysis of a Malicious Activity Scenario 

1. Understand the Scenario 

Scenario Example: 
An employee reports their computer is running slower than usual. IT notices that the same machine is 
making repeated outbound connections to an unfamiliar IP address in a foreign country. Antivirus logs 
show a disabled real-time protection feature, and there are failed login attempts from multiple accounts. 

2. Identify Key Indicators of Malicious Activity 

Indicator Type Observed Evidence in Scenario Why It’s Suspicious 

System Behavior Anomalies Computer running unusually slow Possible malware, cryptomining, or spyware 

Network Anomalies Repeated connections to a foreign IP address Could indicate data exfiltration or C2 traffic 

Security Tool Tampering Real-time protection on antivirus disabled Attackers often disable security tools 

Authentication Issues Failed login attempts from multiple accounts Brute force attack or lateral movement 

Unusual Times/Patterns Activity occurs during off-hours or spikes in traffic Deviation from normal behavior 

 

3. Analyze for Malicious Intent 

Use the Cyber Kill Chain or MITRE ATT&CK framework to map the observed indicators: 

Tactic Technique Match in Scenario 

Initial Access Phishing or drive-by compromise Possibly how malware got in 

Execution Malicious script or program Disabled antivirus implies something executed 

Persistence Registry modification, service creation Could be hidden until further analysis 

Command & Control External connections to unknown IP Strong evidence of remote attacker access 

Exfiltration Unusual data uploads or encrypted traffic Requires traffic inspection to confirm 

 



4. Confirm and Contain 

Once multiple indicators align: 
• Quarantine the affected device 
• Review firewall and DNS logs 
• Check for matching IOCs (Indicators of Compromise) such as: 

o Known malicious IP addresses 
o Hashes of files 
o Domain names 

• Alert the security team for incident response 

Summary: Indicators of Malicious Activity 

• System Anomalies - Slowness, crashes, unauthorized software 
• User Behavior Changes - Login attempts at odd hours, privilege misuse 
• Network Red Flags - Unusual external connections, high outbound traffic 
• Security Tool Tampering - AV disabled, logs wiped, alerts suppressed 
• File and Registry Changes - Unexpected modifications or new processes 

Conclusion 

In the given scenario, the combination of system slowdowns, outbound foreign connections, disabled 
antivirus, and failed logins strongly indicates malicious activity. Acting quickly using a structured analysis 
approach helps limit damage and supports effective incident response. 

 

Purpose of Mitigation Techniques Used to Secure the Enterprise 

Mitigation techniques are proactive measures designed to reduce the impact, likelihood, or success 
of security threats. Their main goal is to protect an organization’s systems, data, users, and reputation 
from malicious activity, accidental breaches, or system failures. 

Primary Purposes of Mitigation Techniques 

1. Reduce Risk 

• Mitigation lowers the likelihood that vulnerabilities will be exploited or that threats will 
succeed. 

• Helps organizations stay within their acceptable risk threshold. 
Example: Patch management mitigates the risk of known exploits targeting unpatched software. 

2. Protect Sensitive Data 

• Safeguards confidentiality, integrity, and availability of enterprise data. 
• Prevents data breaches and unauthorized access. 
Example: Data loss prevention (DLP) tools block sensitive information from being sent outside the 
network. 

3. Prevent Unauthorized Access 

• Access control and authentication techniques ensure only authorized users can access 
systems and data. 



Example: Multi-factor authentication (MFA) significantly reduces credential-based attacks. 

4. Limit Lateral Movement 

• Segmentation and network monitoring help isolate compromised systems and prevent 
threats from spreading within the organization. 

Example: VLANs or firewalls stop attackers from pivoting to high-value assets. 

5. Enable Quick Detection and Response 

• Monitoring tools and alerting systems identify suspicious activity early, enabling faster 
response and containment. 

Example: Intrusion Detection Systems (IDS) alert security teams when anomalies are detected. 

6. Support Compliance and Governance 

• Many mitigation controls are required for regulatory frameworks like HIPAA, PCI-DSS, GDPR, 
and NIST. 

• Helps organizations avoid legal penalties and reputational damage. 

7. Minimize Business Disruption 

• Techniques like backups, redundancy, and incident response plans ensure the enterprise can 
recover quickly after an incident. 

Example: Business Continuity and Disaster Recovery (BC/DR) plans mitigate the impact of 
ransomware or outages. 

Examples of Common Mitigation Techniques 

• Firewalls - Block unauthorized inbound/outbound traffic 
• Patch Management - Fix vulnerabilities before attackers can exploit 
• Encryption - Protect data in transit and at rest 
• Access Control (RBAC) - Ensure users only have necessary permissions 
• Security Awareness Training - Reduce social engineering risks 
• Network Segmentation - Limit movement of threats across the network 
• Endpoint Detection & Response (EDR) - Detect and isolate compromised devices 
• SIEM/SOAR Platforms - Centralize log analysis and automate responses 

Summary 

Mitigation techniques serve as the front line and safety net of enterprise cybersecurity. They reduce 
vulnerabilities, block attacks, contain threats, and support resilience—ensuring the enterprise can 
operate securely, continuously, and in compliance with laws and regulations. 

 

Security Architecture (18%) 
Compare and contrast security implications of different architecture models 

Here’s a detailed comparison of the security implications of different IT architecture models, including 
monolithic, client-server, microservices, cloud, and zero trust architectures: 



1. Monolithic Architecture 

• Structure - All components tightly integrated in a single application or platform 
• Security Pros - Simple to monitor; fewer attack surfaces; centralized control 
• Security Cons - A single vulnerability can compromise the whole system; hard to isolate failures 
• Use Case - Legacy systems, small-scale apps 

2. Client-Server Architecture 

• Structure - Clients request resources from a centralized server 
• Security Pros - Centralized control over data; easier to enforce access policies 
• Security Cons - Server is a high-value target; DoS attacks can cripple services 
• Use Case - Web apps, enterprise internal tools 

3. Microservices Architecture 

• Structure - Application split into loosely coupled services, communicating via APIs 
• Security Pros - Isolation of services (e.g., containerization); easier to limit blast radius 
• Security Cons - Complex attack surface; inter-service traffic needs strong authentication & 

encryption 
• Use Case - Scalable apps, DevOps environments, cloud-native platforms 

4. Cloud Architecture (IaaS / PaaS / SaaS) 

• Structure - Resources hosted on cloud platforms; shared responsibility model 
• Security Pros - Scalable security controls (e.g., IAM, encryption, monitoring); reduced 

infrastructure burden 
• Security Cons - Misconfigurations can lead to exposed data; data sovereignty and compliance 

risks 
• Use Case - Most modern businesses; highly flexible 

5. Zero Trust Architecture 

• Structure - "Never trust, always verify" – verifies identity and context for every access 
• Security Pros - Strongest protection against lateral movement and insider threats 
• Security Cons - High implementation complexity; requires cultural and architectural shifts 
• Use Case - Highly regulated industries, remote or hybrid workforces 

Comparison Summary Table 

Model Security Strength Attack Surface Centralization Typical Risks 

Monolithic Moderate 
Low (but single point of 
failure) 

High Broad impact if breached 

Client-Server Moderate Medium High Server DoS, credential theft 

Microservices High (with best practices) High (many endpoints) Low 
API abuse, inter-service 
tampering 



Model Security Strength Attack Surface Centralization Typical Risks 

Cloud 
High (shared 
responsibility) 

Medium to High Varies 
Misconfigurations, data 
exposure 

Zero Trust Very High 
Low (with strict 
enforcement) 

Distributed 
Complexity, implementation 
gaps 

 

Final Thoughts 

Each architecture model presents unique security trade-offs. While modern architectures like cloud 
and zero trust offer powerful defenses, they also demand mature security practices, proper 
configurations, and vigilant monitoring to be truly effective. 

Scenario: Securing a Mid-Sized Healthcare Company’s IT Infrastructure 

Given a scenario, apply security principles to secure enterprise infrastructure.  

To apply security principles to secure enterprise infrastructure, let’s walk through a realistic scenario 
and demonstrate how to implement core security principles—such as least privilege, defense in depth, 
segmentation, encryption, monitoring, and patching—to harden the environment. 

Context: 

• Hosts patient data (PHI) in an on-premise and hybrid cloud environment 
• Uses Active Directory (AD), Office 365, EHR system, and VPN for remote access 
• Recently experienced a phishing attack that compromised one user account 

Applying Security Principles 

1. Least Privilege 
• What to Do: Review all user accounts and service accounts in Active Directory 
• Implementation: 

o Revoke admin rights for general users 
o Implement Role-Based Access Control (RBAC) 
o Enforce Just-In-Time (JIT) access for admins using tools like Microsoft PIM 

2. Defense in Depth 
• What to Do: Layer security controls across endpoints, networks, and applications 
• Implementation: 

o Install endpoint detection & response (EDR) on all workstations and servers 
o Use firewalls, intrusion detection/prevention systems (IDS/IPS), and DLP tools 
o Segment sensitive systems (e.g., EHR, billing) from general network zones 

3. Segmentation & Network Security 
• What to Do: Prevent lateral movement and isolate sensitive environments 
• Implementation: 

o Create VLANs for finance, HR, and healthcare applications 
o Block all unnecessary east-west traffic 
o Enforce network access control (NAC) to restrict device connectivity 



4. Secure Remote Access 
• What to Do: Lock down and monitor remote access pathways 
• Implementation: 

o Require Multi-Factor Authentication (MFA) for VPN and O365 
o Monitor VPN logs for anomalous behavior using a SIEM 
o Disable split tunneling to force all traffic through secure channels 

5. Patch and Vulnerability Management 
• What to Do: Address system vulnerabilities proactively 
• Implementation: 

o Scan all servers and endpoints weekly with a vulnerability scanner (e.g., Nessus) 
o Patch critical CVEs within 48 hours 
o Automate OS and third-party software updates using WSUS or SCCM 

6. User Awareness and Training 
• What to Do: Strengthen the human firewall 
• Implementation: 

o Conduct quarterly phishing simulation tests 
o Require security awareness training with HIPAA compliance modules 
o Display posters/reminders on social engineering and password hygiene 

7. Monitoring and Incident Response 
• What to Do: Detect and respond quickly to incidents 
• Implementation: 

o Deploy a SIEM (e.g., Splunk, Microsoft Sentinel) for centralized log analysis 
o Correlate AD logins, VPN usage, and email activity 
o Maintain an updated incident response plan and test it annually 

Summary of Key Security Principles Applied 

Principle-Control Implemented 

• Least Privilege-RBAC, JIT access for admins 
• Defense in Depth-EDR, firewalls, layered DLP 
• Segmentation-VLANs, network zoning, NAC 
• Encryption-VPN tunnels, O365 and database encryption 
• Monitoring-SIEM, anomaly detection, incident response playbooks 
• User Training-Phishing simulations, HIPAA-compliant training 
• Patching-Automated patch deployment and vulnerability scans 

Conclusion  

By strategically applying these security principles, the healthcare company significantly reduces the risk 
of future breaches, ensures compliance (HIPAA), and improves overall resilience of their enterprise 
infrastructure. 

Comparison: Concepts and Strategies to Protect Data 

Compare and contrast concepts and strategies to protect data.  



Here's a clear comparison of key concepts and strategies to protect data, focusing on their purpose, 
use cases, and how they work together or differ. 

Concepts and Strategies to Protect Data 

Concept / Strategy Purpose How It Works Strengths Limitations 

Encryption Protect confidentiality 
of data 

Converts data into 
unreadable format without 
decryption key 

Strong protection for 
data at rest and in transit 

Key management 
complexity; doesn’t 
prevent deletion 

Access Control Restrict access to 
authorized users only 

Enforces identity and role-
based permissions 

Prevents unauthorized 
access 

Misconfiguration risks; 
doesn't prevent insider 
misuse 

Data Masking Hide sensitive 
information for testing 
or dev environments 

Replaces real data with 
fictitious but realistic data 

Useful for 
development/testing; 
maintains privacy 

Not suitable for 
production systems 

Tokenization Replace sensitive data 
with tokens 

Stores tokens instead of 
actual data; maps back via 
secure vault 

Ideal for credit card or PII 
protection in systems 

Requires integration and 
vault management 

Data Loss 
Prevention (DLP) 

Prevent unauthorized 
data transfer 

Monitors and blocks 
sensitive data movement 
(email, USB, cloud) 

Real-time protection 
against exfiltration 

Can generate false 
positives; may disrupt 
workflows 

Backups Restore data after loss, 
breach, or corruption 

Copies data to secure 
locations at regular 
intervals 

Critical for disaster 
recovery 

Doesn’t prevent data 
theft or tampering 

Auditing & 
Monitoring 

Detect access, 
changes, or suspicious 
activity 

Logs who accessed what 
data and when 

Supports incident 
response and 
compliance 

Reactive rather than 
preventive 

Classification & 
Labeling 

Define sensitivity level 
of data 

Tags data as public, 
internal, confidential, or 
restricted  

Enables proper handling 
and policy enforcement 

Requires consistent 
application and training 

Retention Policies Control how long data 
is stored 

Automates deletion or 
archiving of data based on 
business rules 

Reduces risk exposure 
and storage costs 

Misconfigured policies 
may delete important 
data 

Multi-Factor 
Authentication 
(MFA) 

Protect access to 
systems that hold data 

Requires multiple proofs 
of identity (password + 
token, etc.) 

Strengthens login 
security 

Doesn’t protect data 
once inside the system 

 

Strategic Use Cases 

• Encryption - Securing sensitive data at rest (e.g., databases) or in transit (e.g., emails) 
• Access Control - Protecting HR or financial systems from unauthorized access 
• Tokenization - PCI-DSS compliance for handling credit card data 



• Data Masking - Providing safe data for development or analytics 
• DLP - Preventing users from emailing or uploading PHI or IP 
• Auditing - Tracking who accessed health records for HIPAA compliance 
• Retention Policy - Automating data deletion after regulatory retention periods 

Summary: Complementary vs. Contrasting Approaches 

• Encryption + Access Control - Protects data from both outside attackers and internal misuse 

• DLP + Classification - Ensures that only sensitive data is monitored and blocked 

• Backups + Retention Policies - Helps ensure recoverability while minimizing data exposure 

Potential Conflicts-Risk 
• DLP + Business Productivity - Aggressive DLP rules may block legitimate actions 
• Masking + Production Use - Masked data can’t be used in live environments 
• Retention + Legal Hold - Auto-deletion can interfere with ongoing investigations 

Final Thought 

Data protection isn't a one-size-fits-all solution—you must layer multiple complementary strategies 
depending on the data's sensitivity, context, and applicable compliance requirements. The goal is to 
balance security, usability, and regulatory compliance. 

Importance of Resilience and Recovery in Security Architecture 

Resilience and recovery are core pillars of a strong security architecture. While prevention is ideal, no 
system is immune to failure or attack—therefore, the ability to withstand, adapt to, and recover from 
disruptions is essential to protecting an enterprise’s operations, reputation, and data. 

What Is Resilience in Security Architecture? 

Resilience refers to an organization’s ability to maintain core functions during and after a cyber 
incident, hardware failure, or natural disaster. 

Key Goals: 
• Minimize downtime 
• Maintain business continuity 
• Quickly detect and contain threats 
• Reduce impact of attacks (e.g., ransomware, DDoS) 

What Is Recovery in Security Architecture? 

Recovery is the process of restoring systems, data, and services to a functional state after a disruption 
or breach. 

Key Goals: 
• Restore normal operations rapidly 
• Minimize data loss 
• Validate system integrity post-recovery 
• Learn and improve from incidents 



Why They Matter in Security Architecture 

• Limits Business Disruption-Ensures systems can continue operating even under attack 
• Prepares for the Inevitable-Assumes failures will occur and builds readiness for recovery 
• Reduces Financial Loss-Avoids extended downtime, lost revenue, and regulatory penalties 
• Strengthens Stakeholder Trust-Demonstrates accountability, planning, and commitment to 

security 
• Improves Compliance-Required by standards like NIST, ISO 27001, HIPAA, and PCI-DSS 

Common Resilience & Recovery Strategies 

• Redundancy (HA systems) - Keep services running if a component fails 
• Backups & Recovery Plans - Restore lost or encrypted data after ransomware or hardware failure 
• Disaster Recovery (DR) Site - Shift operations to a secondary location if the primary is 

compromised 
• Incident Response Plans - Contain, investigate, and remediate attacks 
• DDoS Protection - Ensure availability during large-scale traffic attacks 
• Business Continuity Planning - Ensure essential operations persist through crisis 
• Security Monitoring & Alerts - Detect and respond to threats before they spread 

 

Integration in Security Architecture 

Component Resilience Role Recovery Role 

SIEM/SOAR Tools 
Real-time detection, correlation, and 
response 

Help trace root cause and support IR efforts 

Cloud-Based Failover Enables quick switch to backup infrastructure Provides immediate recovery capability 

Immutable Backups Ensures backups can’t be altered by attackers Enables clean restore after ransomware 

Zero Trust Architecture Limits breach scope and lateral movement 
Reduces recovery time and scope of 
investigation 

 

Final Thought 

Resilience and recovery are not optional—they’re critical enablers of security maturity. Without them, 
even the most well-defended organization can suffer catastrophic downtime, data loss, and 
reputational harm after a breach or failure. 

 

Security Operations (28%) 

Scenario: Security Operations for a Small Business Network 

Scenario: 
A small business runs a web server, file server, and employee workstations on a local network. Recently, 



they’ve been experiencing phishing emails, unauthorized login attempts, and suspicious outbound 
traffic. As a security analyst, you're tasked with applying appropriate security techniques to protect 
computing resources and support security operations. 

Step-by-Step Application of Common Security Techniques 

Area Security Technique Purpose / Action 

1. Endpoint Protection 
Install EDR/Antivirus on all 
workstations 

Detect and respond to malware and suspicious 
behavior on endpoints 

2. Network Security 
Implement a stateful firewall and 
IDS/IPS 

Block unauthorized access and detect intrusions 

3. Access Management Enforce Least Privilege and MFA 
Ensure users only have access to what they need; add a 
second layer of identity verification 

4. Email Security 
Set up spam filters, 
DMARC/DKIM/SPF 

Prevent phishing and spoofed emails from reaching 
users 

5. Patch Management 
Apply regular updates and 
security patches 

Fix known vulnerabilities in OS, applications, and 
firmware 

6. Authentication Logging 
Enable SIEM or centralized log 
collection 

Monitor and correlate authentication attempts and 
security events 

7. Data Protection Use full-disk encryption and DLP Protect sensitive business data at rest and in transit 

8. Network Segmentation 
Separate guest Wi-Fi from internal 
LAN 

Prevent lateral movement if a guest or unauthorized 
device is compromised 

9. Backup and Recovery Create daily encrypted backups 
Allow recovery in case of ransomware or accidental 
data loss 

10. Security Awareness Conduct user training on phishing 
Help users recognize and report social engineering 
attempts 

 

Security+ (SY0-701) Key Concepts to Highlight in This Scenario 

• Principle of Least Privilege 
• Defense in Depth 
• MFA Implementation 
• Endpoint Protection and Logging 
• SIEM for correlation and alerting 
• Patch and Configuration Management 
• Email Filtering Techniques 
• Backup and Business Continuity Planning 
• Segmentation to reduce attack surface 



 Summary of Actions in This Scenario 

• Deploying endpoint protection - Stops malware and suspicious activity 
• Enforcing MFA - Protects against credential compromise 
• Enabling SIEM logging - Improves visibility and response 
• Segmentation and firewalling - Isolates threats and limits spread 
• Security awareness training - Reduces human error 

Security Implications of Proper Asset Management 

What Is Asset Management? 

Asset management refers to the tracking, classification, and lifecycle management of an 
organization’s hardware, software, and data assets. This ensures visibility, accountability, and 
protection of all critical IT resources. 

1. Hardware Asset Management 

What It Covers: Laptops, servers, routers, mobile devices, IoT devices, etc. 

Security Implications: 

• Inventory of all devices - Prevents unknown or rogue devices (shadow IT) 
• Proper asset decommissioning - Reduces risk of data leakage from reused or sold equipment 
• Device tracking (via serial, MAC, or GPS) - Supports theft response and insider threat 

investigation 
• Lifecycle management (procurement to disposal) - Ensures devices are supported, updated, 

and securely wiped 

Risk of poor hardware management: Lost or stolen untracked devices can lead to data breaches, 
unauthorized access, or compliance violations. 

2. Software Asset Management 

What It Covers: Operating systems, applications, utilities, firmware, and SaaS platforms. 

Security Implications: 

• Maintaining a software inventory - Helps patch vulnerabilities and identify unauthorized apps 
• Version tracking and licensing compliance - Ensures software is secure, legal, and vendor-

supported 
• Application whitelisting or blacklisting - Prevents unapproved or malicious software from 

running 
• Regular patching and updates - Closes known security holes and mitigates exploits 

Risk of poor software management: Outdated or pirated software may contain unpatched 
vulnerabilities, backdoors, or violate licensing agreements. 

3. Data Asset Management 

What It Covers: Customer data, intellectual property, financial records, healthcare information, etc. 



Security Implications: 

• Data classification (e.g., public, internal, confidential) - Enforces proper handling and access 
controls 

• Data ownership and custodianship assignments - Clarifies accountability for data security and 
lifecycle 

• Implementing DLP and encryption - Protects sensitive data in transit and at rest 
• Retention and disposal policies - Reduces exposure by securely removing unnecessary data 

Risk of poor data management: Misclassified, unencrypted, or excessive data storage increases risk of 
breach, non-compliance (e.g., GDPR, HIPAA), and insider misuse. 

Integrated Benefits of Comprehensive Asset Management 

• Security Monitoring - Knowing what assets exist enables accurate alerting and baseline behavior 
• Incident Response - Faster containment and recovery when asset details are immediately 

available 
• Compliance - Meets regulatory standards like ISO 27001, PCI-DSS, HIPAA, NIST 
• Risk Management - Reduces attack surface by controlling and protecting all enterprise assets 

Final Thought 

Proper hardware, software, and data asset management isn’t just about organization—it’s a 
fundamental layer of security hygiene. Without it, organizations are vulnerable to shadow IT, data 
sprawl, unpatched systems, and blind spots in threat detection. 

What Is Vulnerability Management? 

Vulnerability management is the ongoing process of identifying, evaluating, prioritizing, and 
remediating security weaknesses (vulnerabilities) in systems, networks, and software to reduce 
organizational risk. 

Key Activities in Vulnerability Management 

Activity Description Example Tools 

1. Asset Discovery 
Identify all devices, applications, and services in your 
environment 

Nmap, Lansweeper, CMDB 

2. Vulnerability Scanning 
Use automated tools to detect known vulnerabilities in 
assets 

Nessus, Qualys, OpenVAS 

3. Vulnerability Identification Review and analyze scan results to confirm real issues CVE database, NVD 

4. Risk Assessment 
Evaluate the severity and business impact of each 
vulnerability 

CVSS scores, asset value 

5. Prioritization 
Rank vulnerabilities based on criticality, exposure, and 
exploitability 

High CVSS score + public 
exploit 



Activity Description Example Tools 

6. Remediation Planning 
Determine how to fix or mitigate the vulnerabilities (patch, 
config change) 

Patch notes, security advisories 

7. Remediation/Mitigation 
Apply patches, reconfigure systems, or implement 
compensating controls 

WSUS, SCCM, Ansible 

8. Verification/Rescanning 
Re-scan affected systems to confirm vulnerabilities are 
fixed 

Follow-up scans 

9. Reporting & Metrics 
Track trends over time, document progress, and report to 
stakeholders 

Dashboards, SIEM, ticketing 
tools 

10. Continuous Monitoring 
Regularly repeat the process to identify new threats as 
they emerge 

Scheduled scans, threat feeds 

 

Why It Matters for Security 

Without Vulnerability Management With Vulnerability Management 

Unknown assets and exposure Full visibility of systems and weaknesses 

High risk of exploitation Reduced attack surface and faster response 

Failing audits and compliance checks Meets requirements for HIPAA, PCI-DSS, etc. 

Difficulty responding to threats Prioritized and proactive remediation 

 

Related Concepts for Security+ (SY0-701) 

• CVE (Common Vulnerabilities and Exposures) 
• CVSS (Common Vulnerability Scoring System) 
• Patch management 
• Threat intelligence integration 
• Risk-based vulnerability prioritization 
• Zero-day vs known vulnerabilities 
• Configuration baseline enforcement 

Final Thought 

Effective vulnerability management is a continuous and proactive process that allows organizations to 
stay ahead of threats. It’s not just about scanning—it’s about acting on what you find, tracking progress, 
and building long-term security resilience. 

 



Security Alerting & Monitoring: Concepts and Tools 

What Is Security Monitoring? 

Security monitoring is the continuous collection, analysis, and interpretation of security-related data 
to detect threats, policy violations, or abnormal activity in real-time or near-real-time. 

What Is Security Alerting? 

Security alerting involves triggering notifications or warnings when monitoring tools detect suspicious 
or unauthorized behavior, allowing the security team to take timely action. 

Core Concepts of Monitoring and Alerting 

• Log Collection - Gathering logs from various sources (firewalls, servers, apps, etc.) 
• Correlation-Identifying relationships between different events across systems 
• Baseline Behavior - Normal system or user activity used as a reference to detect anomalies 
• Anomaly Detection - Spotting behavior that deviates from the baseline 
• Event Filtering - Reducing noise by discarding non-critical or expected events 
• Alert Thresholds - Predefined conditions that trigger alerts (e.g., 5 failed logins in 2 minutes) 
• Real-Time Monitoring - Immediate visibility into network and system events 
• Audit Trails - Chronological records that show system or user activity for forensic analysis 
• Retention Policies - Define how long logs are stored (important for compliance and 

investigations) 

Common Security Monitoring & Alerting Tools 

Tool Type Tool/Example Functionality 

SIEM Splunk, QRadar, LogRhythm Log aggregation, correlation, alerting, reporting, threat detection 

EDR CrowdStrike, SentinelOne Endpoint threat detection, response, isolation, and investigation 

NIDS/NIPS Snort, Suricata Network-based intrusion detection/prevention 

Firewall Logs pfSense, Palo Alto, Cisco Shows allowed/blocked traffic, connection attempts 

Cloud Monitoring AWS CloudTrail, Azure Sentinel Tracks cloud-based resource usage, anomalies 

UEBA Exabeam, Azure UEBA 
Detects insider threats using machine learning and behavioral 
analytics 

SOAR Palo Alto Cortex XSOAR 
Automates incident response workflows based on alerts from 
SIEM or other tools 

 

Why It Matters for Security 

• Early Threat Detection - Catch breaches or attacks in early stages 
• Incident Response Enablement - Alerts provide triggers for investigation and containment 
• Compliance Support - Many frameworks require monitoring (HIPAA, PCI-DSS, NIST, etc.) 
• Forensics and Investigation - Audit logs and event data support post-incident analysis 



• Reduced Dwell Time - Speeds up detection → reduces time attackers remain undetected 

Security+ (SY0-701) Terms to Know 

• SIEM (Security Information and Event Management) 
• IDS/IPS (Intrusion Detection/Prevention Systems) 
• SOAR (Security Orchestration, Automation, and Response) 
• UEBA (User and Entity Behavior Analytics) 
• Log aggregation 
• Event correlation 
• Alert fatigue 
• Retention and compliance 

 

Final Thought 

Effective monitoring and alerting are the backbone of proactive security operations. Without them, 
threats go undetected, breaches worsen, and compliance risks grow. The right tools—configured and 
monitored by informed personnel—can make all the difference. 

 

Scenario: Enhancing Security in an Enterprise Environment 

Scenario: 
A mid-size company recently experienced a phishing attack that led to credential theft and unauthorized 
access to internal systems. The IT leadership wants to enhance overall enterprise security to reduce 
the risk of similar incidents and improve threat response capabilities. 

Modifications to Enhance Enterprise Security 

1. Implement Multi-Factor Authentication (MFA) 

Why: Reduces impact of compromised passwords 
Action: 

• Roll out MFA for email, VPN, and internal applications 
• Integrate with identity providers (e.g., Azure AD, Okta) 

2. Harden Email Security 

Why: Email was the initial attack vector 
Action: 

• Enable SPF, DKIM, and DMARC 
• Deploy phishing filters and sandboxing for attachments 
• Train employees with simulated phishing campaigns 

3. Strengthen Endpoint Protection 

Why: Endpoints are vulnerable to malware and lateral movement 
Action: 

• Deploy Endpoint Detection and Response (EDR) tools 
• Enable application whitelisting 



• Automatically isolate compromised machines 

4. Deploy a SIEM Solution 

Why: To detect suspicious behavior and correlate events 
Action: 

• Aggregate logs from firewalls, endpoints, Active Directory 
• Set up alerts for login anomalies, privilege escalation, etc. 
• Enable log retention for forensic analysis 

5. Apply the Principle of Least Privilege (PoLP) 

Why: Reduce impact of compromised credentials 
Action: 

• Audit all user and service accounts 
• Remove unnecessary admin rights 
• Apply Just-in-Time (JIT) access for sensitive roles 

6. Segment the Network 

Why: Prevent attackers from accessing the entire environment 
Action: 

• Use VLANs or firewalls to separate sensitive zones (e.g., HR, Finance) 
• Restrict east-west traffic 
• Enforce Zero Trust Network Access (ZTNA) where feasible 

7. Improve Patch and Configuration Management 

Why: To eliminate vulnerabilities before they are exploited 
Action: 

• Implement automated patch deployment (e.g., WSUS, SCCM) 
• Regularly scan for vulnerabilities using tools like Nessus or Qualys 
• Standardize secure configuration baselines 

8. Enhance Incident Response Capabilities 

Why: To improve detection, containment, and recovery 
Action: 

• Update and test the incident response plan 
• Define roles and escalation paths 
• Create runbooks for common attack types 

 

Summary Table of Enterprise Capability Enhancements 

• Identity Management - Implement MFA, enforce PoLP 
• Email & Communication - Harden against phishing using DMARC/SPF/DKIM 
• Endpoint Security - Deploy EDR, enforce application control 
• Monitoring & Detection - Centralize logs with SIEM, use behavioral analytics (UEBA) 
• Network Architecture - Use segmentation and Zero Trust principles 
• Patch Management - Automate scanning and deployment of critical updates 



• Incident Response - Formalize, test, and train the response team 

Final Thought (Security+ Angle) 

When modifying enterprise capabilities, think defense-in-depth: secure users, systems, networks, and 
data through layered controls and constant visibility. 

Scenario: IAM Implementation in a Growing Organization 

Scenario: 
A growing tech company has onboarded 50 new employees and is expanding into remote work. Some 
users have reported unauthorized access attempts, and management is concerned about over-
permissioned accounts and weak access controls. You’re tasked with implementing and maintaining 
a secure IAM strategy. 

Steps to Implement and Maintain IAM 

1. Centralize Identity Management 

Action: 
• Implement a central directory service like Microsoft Active Directory (AD) or Azure AD. 
• Integrate SaaS applications using Single Sign-On (SSO). 

Why: Centralization improves visibility and simplifies access control. 

2. Enforce Strong Authentication 

Action: 
• Require Multi-Factor Authentication (MFA) for all users, especially admins and remote 

workers. 
• Use biometric or token-based authentication where supported. 

Why: Prevents unauthorized access even if passwords are compromised. 

3. Apply Role-Based Access Control (RBAC) 

Action: 
• Define user roles (e.g., HR, Finance, Developer, Admin) and apply least privilege. 
• Automate group-based access assignments using roles. 

Why: Reduces the risk of privilege misuse and simplifies provisioning. 

4. Automate Account Provisioning and Deprovisioning 

Action: 
• Integrate HR systems with IAM for automatic user account creation, role assignment, and 

timely account removal upon termination. 
• Use tools like Microsoft Identity Manager or Okta Workflows. 

Why: Prevents orphaned accounts and human error. 

5. Implement Access Review and Certification 

Action: 
• Conduct quarterly access reviews to verify that users still require assigned permissions. 
• Require manager attestation for continued access. 

Why: Ensures compliance with internal policies and regulatory frameworks like HIPAA or SOX. 



6. Monitor and Log Authentication Activity 

Action: 
• Use a SIEM system to log and monitor all login attempts, especially failed logins and 

privilege escalations. 
• Set up alerts for anomalies like geo-velocity or impossible travel. 

Why: Detects unauthorized access and supports forensic investigations. 

7. Maintain a Strong Password Policy 

Action: 
• Enforce password length (12+ characters), complexity, and expiration policies. 
• Block commonly used or breached passwords. 

Why: Strengthens authentication security without relying solely on MFA. 

8. Support Identity Federation 

Action: 
• Enable identity federation via SAML or OAuth for third-party or contractor access. 

Why: Securely extends access to external partners without creating local accounts. 
 

Summary Table: IAM Implementation Activities 

IAM Component Action Security Benefit 

Identity Repository Use centralized directory (AD/Azure AD) Central control and visibility 

Authentication Enforce MFA and strong password policy Prevent credential-based attacks 

Authorization Apply RBAC and least privilege Minimize over-permissioned users 

Lifecycle Management Automate provisioning/deprovisioning Prevent orphaned accounts 

Monitoring & Auditing Log and alert on access activity via SIEM 
Detect anomalies and support incident 
response 

Access Reviews Perform regular reviews and certifications Maintain compliance and reduce risk 

Federation Use SAML or OAuth for external access Secure third-party collaboration 

 

Security+ (SY0-701) Key Terms to Know: 

• RBAC vs. ABAC vs. MAC 
• MFA 
• SSO 
• Identity Federation (SAML, OAuth, OpenID) 
• Least Privilege 
• Account Lifecycle 
• Credential Management 
• Identity Providers (IdP) 



Access Control Models 

• RBAC (Role-Based Access Control): 
Grants access based on a user’s role within an organization (e.g., HR, Finance). Users inherit 
permissions associated with their assigned role. 

• ABAC (Attribute-Based Access Control): 
Grants access based on user, object, or environmental attributes, such as job title, location, or 
time of day. It uses policies and rules rather than just roles. 

• MAC (Mandatory Access Control): 
Enforces access based on security labels or classifications (e.g., Top Secret, Confidential). Users 
cannot change permissions; access is controlled by the system and policy. 

Authentication & Authorization Technologies 

• MFA (Multi-Factor Authentication): 
Requires two or more different types of credentials to verify identity (e.g., something you know 
[password] + something you have [token]). 

• SSO (Single Sign-On): 
Allows users to log in once and access multiple systems or applications without re-entering 
credentials for each one. 

Identity Federation Protocols 

• SAML (Security Assertion Markup Language): 
An XML-based protocol used for web-based SSO, commonly in enterprise applications. It allows 
identity data to be shared between a trusted Identity Provider (IdP) and Service Provider (SP). 

• OAuth: 
An authorization framework that lets third-party apps access user resources without sharing 
passwords (e.g., "Log in with Google"). 

• OpenID (OpenID Connect): 
A layer built on OAuth 2.0 that provides authentication. It lets users verify identity across services 
using a trusted provider (e.g., Google, Microsoft). 

Security Principles and Lifecycle Management 

• Least Privilege: 
A security principle where users are granted only the minimum level of access necessary to 
perform their job. 

• Account Lifecycle: 
The process of creating, managing, and deactivating user accounts from onboarding through 
offboarding. Includes provisioning, role changes, and termination. 

• Credential Management: 
The policies and tools used to securely store, issue, and rotate credentials, such as passwords, 
tokens, and certificates. 

• Identity Provider (IdP): 
A trusted service that authenticates users and provides identity information to service providers. 
Examples include Azure AD, Okta, Google IdP. 

 



Final Thought: 

IAM is more than just usernames and passwords—it's about controlling who has access to what, when, 
and under what conditions. Implementing and maintaining a secure IAM system is one of the most 
powerful ways to reduce enterprise security risk. 

What Is Automation and Orchestration in Security Operations? 

• Automation - The use of tools and scripts to perform security tasks without human intervention. 
• Orchestration - The coordination of multiple automated tasks across systems and tools to create 

complex workflows. 

Together, they accelerate detection, response, and recovery while reducing human error and resource 
drain. 

Why Automation and Orchestration Matter in Secure Operations 

1. Faster Incident Response 

• Automation: Immediately isolates compromised devices or disables accounts after alert 
triggers. 

• Orchestration: Coordinates tasks like alerting the team, collecting forensic data, and initiating 
containment. 

Benefit: Reduces dwell time of attackers and minimizes breach impact. 

2. Consistency and Accuracy 

• Automated responses are repeatable and reliable, reducing the risk of manual errors. 
• Playbooks ensure standard procedures are followed, even during stressful incidents. 
Benefit: Fewer mistakes and more predictable outcomes. 

3. Reduced Analyst Fatigue 

• Filters out false positives and handles low-risk alerts automatically. 
• Frees up human analysts to focus on high-priority, complex threats. 
Benefit: Improves SOC efficiency and reduces burnout. 

4. Real-Time Threat Mitigation 

• Enables real-time blocking of IPs, disabling accounts, or isolating endpoints. 
• Integration with SIEM, EDR, and firewalls provides seamless protection. 
Benefit: Stops threats before they escalate. 

5. Improved Threat Intelligence Integration 

• Automatically pulls in and applies threat feeds (e.g., blacklisted IPs, known malware hashes). 
• Orchestrates updates to firewalls, proxies, and detection rules. 
Benefit: Faster adaptation to emerging threats. 

6. Enhanced Compliance and Auditability 

• Automatically logs all actions taken during an incident. 
• Generates reports for auditors and security leadership. 
Benefit: Supports regulatory requirements (e.g., HIPAA, PCI-DSS, NIST). 

 



Common Tools Used in Automation & Orchestration 

Category Examples Function 

SOAR Platforms Cortex XSOAR, IBM Resilient, Splunk SOAR Automate and orchestrate incident response 

SIEM Systems Splunk, QRadar, LogRhythm 
Detect, correlate, and trigger automated 
actions 

EDR Tools CrowdStrike, SentinelOne, Carbon Black Auto-isolate infected endpoints 

Threat Intelligence Recorded Future, MISP Feed real-time threat data into workflows 

Cloud Automation AWS Lambda, Azure Logic Apps Trigger events in cloud environments 

 

Security+ SY0-701 Key Concepts 

• SOAR - Security Orchestration, Automation, and Response 
• Playbooks - Predefined automated workflows for incident response 
• SIEM + SOAR Integration - Detect and act in near real-time 
• Automation Use Cases - Auto-isolate endpoints, reset passwords, quarantine emails 
• Orchestration Use Cases - Multi-step incident response, across tools and teams 

Final Thought 

In today’s fast-paced threat landscape, automation and orchestration are essential to scale security 
operations, improve response time, reduce costs, and maintain compliance. They allow security teams 
to do more with less, faster, and more accurately. 

What Is Incident Response? 

Incident Response (IR) is the structured approach used to identify, manage, and recover from security 
incidents such as malware infections, data breaches, or insider threats. 

Phases of Incident Response (NIST SP 800-61 Framework) 

Phase Description Key Activities 

1. Preparation 
Establish the tools, teams, and 
procedures needed to respond to 
incidents 

• Develop IR policy and playbooks  
• Train users and analysts  
• Build an incident response team 

2. Identification 
Detect and confirm that an incident is 
occurring or has occurred 

• Monitor logs, SIEM, alerts  
• Analyze suspicious activity  
• Classify incident type and severity 

3. Containment 
Limit the scope and spread of the 
incident 

• Disconnect affected systems  
• Block malicious IPs or user accounts  
• Segment networks if needed 

4. Eradication 
Remove the cause of the incident from 
the environment 

• Delete malware, disable rogue accounts  
• Apply patches or configuration fixes 



Phase Description Key Activities 

5. Recovery 
Restore systems to normal operation 
and verify security 

• Rebuild systems from clean backups  
• Monitor for reinfection  
• Reconnect safely to the network 

6. Lessons Learned 
Analyze the incident to prevent 
recurrence and improve future 
response 

• Conduct a post-mortem review 
• Update documentation and playbooks 
• Share findings with stakeholders 

 

 Security+ SY0-701 Incident Response Terms to Know 

• Playbook - Predefined steps for responding to specific types of incidents 
• Indicators of Compromise (IOCs) - Artifacts that suggest a system has been compromised (e.g., 

hashes, IPs) 
• Chain of Custody - Documentation showing how evidence is collected, handled, and preserved 
• Containment Strategy - Choice between short-term (quick isolation) vs. long-term (controlled 

response) 
• Root Cause Analysis - Determines how the breach occurred and what allowed it 
• Tabletop Exercises - Simulated incident scenarios used for team training and gap analysis 

Why Proper Incident Response Matters 

Without IR With IR 

Delayed containment = greater damage Faster containment limits scope of attack 

No documentation = failed audits IR documentation supports compliance (HIPAA, PCI-DSS, etc.) 

Missed lessons = repeat attacks Lessons learned reduce future risk 

Disorganized response = lost productivity Structured response reduces downtime and confusion 

 

Checklist for an Effective Incident Response Plan 

• Designate an incident response team (IRT or CSIRT) 
• Define what constitutes an “incident” 
• Establish communication protocols 
• Develop and maintain incident response playbooks 
• Integrate SIEM and alerting tools 
• Practice tabletop exercises quarterly 
• Ensure legal, HR, and PR teams are involved when needed 
• Keep the plan updated and version-controlled 

Example Use Case: Ransomware Incident 

• Preparation - Backups in place, IR plan documented 
• Identification - EDR alert shows encryption behavior 



• Containment - Isolate infected endpoints 
• Eradication - Remove ransomware and reimage affected systems 
• Recovery - Restore from clean backups 
• Lessons Learned - Improve phishing training, close firewall holes 

Final Thought 

Incident response isn’t just reacting—it’s planning, coordinating, and learning. A well-defined and 
well-practiced IR process helps organizations detect threats early, minimize damage, and recover with 
confidence. 

Scenario: Suspicious Activity Detected 

Scenario: An analyst notices multiple failed login attempts on a server followed by a successful login 
from an unusual IP address. Shortly after, sensitive files were accessed and transferred to an external 
location. You’re asked to investigate and determine the scope of the incident using available data 
sources. 

How to Use Data Sources in the Investigation 

Data Source What to Look For How It Helps the Investigation 

Authentication Logs 
Failed/successful login attempts, user IDs, 
timestamps 

Identifies account misuse or brute-force 
attempts 

Firewall Logs 
Source/destination IPs, port numbers, protocol 
used 

Traces data exfiltration or external access 

SIEM System (e.g., Splunk) Correlated alerts across systems and time 
Provides big-picture view of incident and 
timeline 

Host-Based Logs (EDR) File access, registry changes, process execution Tracks malicious behavior on the endpoint 

DLP Logs 
File transfers, blocked uploads, external sharing 
events 

Confirms if sensitive data was exfiltrated 

DNS Logs Unusual or suspicious domain lookups 
Detects command-and-control (C2) 
communication 

VPN Logs Logins from new geographic locations Flags suspicious remote access 

Email Logs 
Phishing attempts, links clicked, attachments 
downloaded 

Determines if phishing was the entry point 

Network Flow Data 
(NetFlow) 

Volume and direction of traffic from affected 
hosts 

Identifies abnormal data transfer patterns 

System Event Logs 
Privilege escalations, user creation, system 
reboots 

Detects lateral movement or persistence 
attempts 

 



Example Investigation Workflow Using Data Sources 

1. Start with Authentication Logs → Find the user account with multiple failed attempts and 
unusual IP login 

2. Check Firewall and VPN Logs → Determine if access came from outside the organization and 
what resources were accessed 

3. Use SIEM to Correlate Events → See if the same user triggered other alerts (e.g., DLP or unusual 
file access) 

4. Pull Host Logs from the Endpoint → Identify file accesses, command execution, or malware 
presence 

5. Review DLP Logs or Email Logs → See if any sensitive files were emailed or uploaded externally 
6. Confirm via NetFlow or DNS Logs → Look for high outbound traffic or communication with known 

malicious domains 

Security+ SY0-701 Key Concepts 

• Correlation - Connecting different data points to detect a broader pattern 
• IOCs (Indicators of Compromise) - Evidence of a breach such as hashes, domains, IPs 
• Chain of Custody - Tracking who has access to evidence throughout the investigation 
• Timeline Analysis - Reconstructing events in the order they occurred 

Final Thought 

Using multiple data sources allows security analysts to triangulate evidence, understand attacker 
behavior, and determine scope and impact. The key is knowing which data source to query and how 
to interpret the results. 

 

Security Program Management & Oversight(20%) 

What Is Security Governance? 

Security governance is the set of policies, processes, and controls used by an organization to ensure 
that security efforts align with business objectives, comply with regulations, and effectively manage risk. 

Key Elements of Effective Security Governance 

1. Security Policies - High-level rules and expectations for security (e.g., acceptable use, data 
classification, remote access) 

2. Standards and Procedures - Specific and actionable steps to support policies (e.g., password 
standards, backup procedures) 

3. Risk Management - Identifying, assessing, and mitigating risk to acceptable levels (includes risk 
registers and assessments) 

4. Compliance and Legal - Ensuring adherence to laws, regulations, and industry standards (e.g., 
HIPAA, PCI-DSS, GDPR) 

5. Roles and Responsibilities - Clear definition of who is accountable for security (e.g., CISO, IT 
admin, data owner) 



6. Security Awareness Training - Educating employees on threats like phishing, social engineering, 
and safe practices 

7. Incident Response Planning - Formalized procedures to detect, respond to, and recover from 
security incidents 

8. Metrics and Reporting - Measuring effectiveness of controls and reporting to leadership (e.g., 
KPIs, audit results) 

9. Continuous Improvement - Ongoing evaluation and enhancement of the security program (e.g., 
lessons learned, gap analysis) 

10. Governance Frameworks - Adoption of best practices such as NIST Cybersecurity Framework, 
ISO/IEC 27001, or COBIT 

Why Security Governance Matters 

Without Governance With Effective Governance 

Disorganized security efforts Aligned, business-driven security strategy 

Higher risk of non-compliance Consistent regulatory adherence and audit readiness 

Undefined accountability and ownership Clear roles and escalation paths for decisions and actions 

Reactive security postures Proactive and strategic risk management 

 

Security+ SY0-701 Key Concepts to Know 

• Policy vs. Standard vs. Procedure 
• Separation of Duties (SoD) and Least Privilege 
• Security Steering Committee or governance board 
• Business Impact Analysis (BIA) 
• Security control frameworks: NIST, ISO, COBIT, CIS 
• Data governance and classification 

Final Thought 

Effective security governance is not just an IT function—it’s a business function that ensures the 
organization operates securely, responsibly, and in compliance. It sets the tone at the top and drives 
security accountability at all levels. 

 

What Is Risk Management? 

Risk management is the process of identifying, assessing, and responding to risks that could 
negatively impact an organization’s operations, assets, or data. 

Key Elements of the Risk Management Process 

1. Risk Identification - Discover and document potential risks (threats + vulnerabilities) 
2. Risk Assessment (Analysis) - Evaluate the likelihood and impact of each identified risk 
3. Risk Prioritization - Rank risks based on severity using qualitative or quantitative methods 



4. Risk Response (Treatment) - Choose a strategy: accept, mitigate, transfer, or avoid 
5. Risk Monitoring - Continuously monitor risks and controls for changes in threat landscape 
6. Documentation & Reporting - Maintain records of risk decisions and communicate to 

stakeholders 
7. Review and Update - Regularly review risks, controls, and responses to ensure continued 

effectiveness 

Risk Response Strategies Explained 

Strategy What It Means Example 

Avoid Eliminate the activity causing the risk Canceling a project that stores sensitive data 

Mitigate Reduce risk impact or likelihood through controls Applying patches, using encryption 

Transfer Shift the risk to another party Purchasing cyber insurance 

Accept Acknowledge and monitor the risk without taking action Accepting low-impact risk due to limited budget 

 

Common Risk Analysis Tools and Terms 

• Asset Value - Importance or cost of a resource 
• Threat - Potential cause of an unwanted incident 
• Vulnerability - Weakness that can be exploited 
• Risk - The intersection of threat, vulnerability, and impact 
• Likelihood - Probability that a threat will exploit a vulnerability 
• Impact - Consequence of the threat exploiting a vulnerability 
• Risk Register - A document listing all known risks, their status, and mitigation strategies 

Security+ SY0-701 Key Concepts to Know 

• Qualitative vs. Quantitative Risk Assessment 
o Qualitative: High/Medium/Low based on expert judgment 
o Quantitative: Uses numerical values (e.g., annual loss expectancy) 

• Risk Appetite vs. Risk Tolerance 
• Residual Risk - Risk remaining after controls are applied 
• Compensating Controls - Alternative measures when ideal controls aren’t feasible 

Final Thought 

The goal of risk management is not to eliminate all risk—it’s to make informed decisions about how 
much risk is acceptable and how to manage it in alignment with business goals and resources. 

 

What Is Third-Party Risk Management (TPRM)? 

Third-party risk management is the process of identifying, assessing, monitoring, and mitigating risks 
associated with vendors, partners, contractors, and service providers that have access to your 
systems, data, or operations. 



Key Processes in Third-Party Risk Assessment and Management 

1. Vendor Identification - Create a comprehensive inventory of third-party entities with access to 
systems or data 

2. Risk Classification - Categorize vendors by criticality and data sensitivity (e.g., high, medium, low 
risk) 

3. Due Diligence and Assessment - Evaluate vendors before onboarding (security posture, policies, 
financials, etc.) 

4. Contractual Security Controls - Include terms like SLAs, data protection, right to audit, and 
breach notification in contracts 

5. Ongoing Monitoring - Continuously assessing vendor compliance, security performance, and 
changes in risk 

6. Risk Mitigation and Remediation - Address identified risks through controls, compensating 
measures, or termination 

7. Incident Response Integration - Ensure vendors are included in incident response plans and 
escalation processes 

8. Offboarding and Data Handling - Securely terminate access and confirm secure destruction or 
return of data 

Common Third-Party Risks 

• Data Breach Risk - Vendor mishandles customer PII or company IP 
• Compliance Risk - Vendor is not compliant with GDPR, HIPAA, or PCI-DSS 
• Operational Risk - Service disruption or SLA violation by cloud provider 
• Reputational Risk - Partner is involved in unethical practices that impact your brand 
• Supply Chain Risk - Upstream vendor compromise affects your systems 

Tools and Techniques for Third-Party Risk Management 

• Vendor Risk Assessments - Questionnaires, SOC 2 reports, ISO 27001 certifications 
• Security Ratings Services - External risk scoring (e.g., BitSight, SecurityScorecard) 
• Third-Party Risk Platforms - Centralized vendor tracking and workflows (e.g., OneTrust, Archer) 
• Audits and Penetration Testing - Evaluate vendor environments (on-site or virtual) 
• Contractual Clauses - Legal protections (data ownership, breach notification, termination 

clauses) 

Security+ SY0-701 Key Terms to Know 

• SLA (Service Level Agreement) - Defines expected service levels and responsibilities 
• Right to Audit Clause - Allows you to audit the vendor’s security practices 
• Third-Party Assessment - Security review before and during a vendor relationship 
• Supply Chain Risk - Risk from upstream/downstream vendors 
• Onboarding/Offboarding - Secure provisioning and deprovisioning of vendor access 



Final Thought 

Third-party risk management is a critical part of an organization’s overall security strategy. A 
vendor’s weakness can become your breach. That’s why organizations must apply the same level of 
scrutiny to third-party providers as they do to internal systems. 

 

What Is Security Compliance? 

Security compliance refers to the process of adhering to laws, regulations, policies, and standards 
that govern how organizations manage data, protect systems, and demonstrate accountability. 

It ensures that security practices align with external requirements (e.g., HIPAA, GDPR, PCI-DSS) and 
internal policies. 

Key Elements of Effective Security Compliance 

• Regulatory Awareness - Understand and identify which laws and regulations apply (e.g., HIPAA, 
SOX, GDPR) 

• Policies and Standards - Establish clear, enforceable rules for behavior, access, and data 
handling 

• Risk Assessment - Evaluate risks to determine compliance gaps and prioritize corrective action 
• Security Controls Implementation - Apply technical, administrative, and physical safeguards to 

meet requirements 
• Documentation - Maintain audit trails, access logs, control maps, and compliance records 
• Training and Awareness - Ensure staff understand compliance requirements and their 

responsibilities 
• Auditing and Monitoring - Regularly review and assess compliance through internal audits and 

automated tools 
• Incident Response Planning - Have documented plans for breach notification, investigation, and 

reporting 
• Vendor and Third-Party Compliance - Extend compliance expectations to partners and suppliers 
• Continuous Improvement - Track changes in laws, evaluate metrics, and update policies as 

needed 

Security+ SY0-701 Concepts to Know 

• HIPAA - Healthcare regulation protecting patient information 
• PCI-DSS - Payment card industry data security standard 
• SOX - Sarbanes-Oxley Act for financial record integrity 
• GDPR - European data privacy regulation 
• NIST, ISO 27001 - Security control frameworks for compliance guidance 
• Audit Trail - Logs and documentation that show actions and decisions for compliance proof 
• Security Governance - High-level alignment of security goals with business and regulatory needs 

Benefits of Effective Compliance 

• Reduces Legal Risk - Avoids fines and penalties from non-compliance 



• Improves Data Protection - Ensures consistent application of security controls 
• Enhances Reputation - Demonstrates trustworthiness to clients and partners 
• Supports Incident Response - Helps meet breach notification and recovery requirements 
• Enables Competitive Advantage - Organizations that comply can enter new markets and gain 

contracts 

Final Thought 

Effective security compliance is not a one-time task—it’s an ongoing process that requires planning, 
monitoring, and adaptation. Organizations that treat compliance as part of their security culture, not 
just a checkbox, are more resilient and trustworthy. 

 

 What Are Audits and Assessments in Security? 

Audits and assessments are structured activities used to evaluate security controls, practices, and 
compliance within an organization. They help identify gaps, validate policies, and reduce risk. 

Types of Audits and Assessments 

Type Purpose Who Performs It? 

Internal Audit 
Evaluate internal security controls, policies, and 
compliance 

Internal audit/compliance teams 

External Audit 
Independent assessment to verify compliance with 
external standards (e.g., PCI-DSS) 

Third-party auditors 

Compliance Assessment 
Determine adherence to regulations like HIPAA, 
GDPR, SOX 

Internal/external assessors 

Risk Assessment 
Identify threats, vulnerabilities, and potential business 
impact 

Risk analysts, security teams 

Vulnerability Assessment 
Scan systems for known weaknesses or 
misconfigurations 

Security engineers, automated 
tools (e.g., Nessus, Qualys) 

Penetration Test (Pen Test) Simulate real-world attacks to test defenses Ethical hackers or red teams 

Security Control Assessment 
(SCA) 

Evaluate the effectiveness of specific controls (e.g., 
access controls, encryption) 

Security auditors 

Business Impact Analysis (BIA) 
Identify critical systems and assess the consequences 
of disruption 

Business continuity planners 

Configuration Review 
Check that systems are securely configured according 
to best practices 

IT administrators/security teams 

Privacy Impact Assessment 
(PIA) 

Evaluate how personal data is collected, used, and 
protected 

Privacy/compliance officers 

 



Purposes of Security Audits and Assessments 

• Ensure Compliance - Validate alignment with regulatory and industry standards 
• Identify Gaps and Weaknesses - Detect missing or ineffective security controls 
• Support Risk Management - Provide insight for prioritizing security investments and responses 
• Improve Incident Response - Reveal areas needing clearer policies or better detection 
• Verify Control Effectiveness - Test whether existing policies and technical measures actually 

work 
• Build Trust with Stakeholders - Demonstrate accountability and transparency to customers, 

regulators, and partners 

Security+ SY0-701 Terms to Know 

• Audit Trail - A chronological record of system activities (e.g., logins, access attempts) 
• False Positive/Negative - Incorrectly flagged (or missed) vulnerability or event 
• Remediation Plan - A documented plan to fix findings from an audit or assessment 
• Corrective Action Report - Outlines specific steps taken to address audit findings 
• Continuous Monitoring - Ongoing assessment of security posture and controls 

Final Thought 

Audits and assessments are not about pointing fingers—they're about proactively identifying risks, 
ensuring accountability, and strengthening organizational resilience. When done regularly, they are 
essential tools for security maturity and regulatory compliance. 

 

Scenario: Rise in Phishing and Insider Risk 

Scenario: A healthcare organization has experienced a spike in phishing emails and accidental data 
leaks by employees. Executives are concerned about regulatory compliance (HIPAA) and want to reduce 
human-related security risks. You’ve been tasked with implementing an organization-wide security 
awareness program. 

Steps to Implement Security Awareness Practices 

1. Conduct a Security Awareness Needs Assessment 

Action: 
• Review past incidents (phishing, data mishandling, etc.) 
• Identify high-risk departments (e.g., HR, finance, IT) 

Purpose: Focus training on the most relevant threats and vulnerable user groups. 

2. Develop Role-Based Training Programs 

Action: 
• General users: phishing, passwords, social engineering 
• Executives: spear phishing, mobile device security 
• IT/Admins: privileged access, insider threats, secure configurations 

Purpose: Ensure users learn what matters most to their roles and risk levels. 



3. Use Multiple Training Formats 

Action: 
• Host live or recorded training sessions 
• Deploy interactive eLearning modules 
• Use posters, intranet content, and short videos 
• Send monthly awareness newsletters 

Purpose: Improve engagement and retention with varied content delivery methods. 

4. Simulate Real-World Scenarios 

Action: 
• Conduct regular phishing simulations 
• Track click rates and follow-ups 
• Provide immediate feedback to users who fall for the simulations 

Purpose: Identify risky behavior and reinforce secure decision-making through practice. 

5. Enforce Acceptable Use Policies (AUP) 

Action: 
• Require employees to acknowledge AUPs yearly 
• Include topics like device use, social media, and data handling 

Purpose: Establish clear expectations and legal accountability for user behavior. 

6. Create a Culture of Reporting 

Action: 
• Train employees on how to report phishing or suspicious activity 
• Make reporting easy via email, buttons, or portals 
• Recognize/report “cyber champions” 

Purpose: Foster early threat detection and proactive involvement. 

7. Measure and Improve 

Action: 
• Use training completion rates, phishing click stats, and post-training quizzes 
• Adjust content based on user feedback and security events 

Purpose: Continuously improve the program’s effectiveness and target emerging threats. 
 

Summary  

• Role-based training - Targets specific risks by department or function 
• Phishing simulations - Reduces susceptibility to social engineering attacks 
• Acceptable use policy - Sets legal and behavioral expectations 
• Incident reporting encouragement - Enables early detection and response to threats 
• Continuous improvement - Keeps training relevant to current threat landscape 

Security+ SY0-701 Concepts to Know 

• Security Awareness Training - Education for users to recognize and avoid cyber threats 
• Phishing Simulation - Controlled test to assess users’ vulnerability to phishing 



• Acceptable Use Policy (AUP) - Policy defining proper use of organizational resources 
• User Behavior Analytics (UBA) - Tools to monitor employee behavior for anomalies 
• Compliance Training - Training on regulations like HIPAA, PCI-DSS, GDPR 

Final Thought 

Users are your first line of defense—and often your weakest. Effective security awareness practices 
help turn users from liabilities into informed defenders through training, simulation, and culture-
building. 

Security+ SY0-701 Study Checklist 
Here’s a comprehensive CompTIA Security+ SY0-701 Study Checklist, organized by exam domains and 
mapped to real-world tasks and concepts you’re likely to see on the exam. 

1. General Security Concepts 
• Understand the CIA Triad (Confidentiality, Integrity, Availability) 
• Know the differences between threats, vulnerabilities, risks, and exploits 
• Review threat actors (nation-states, hacktivists, insiders, etc.) and their motivations 
• Compare common attack vectors and attack surfaces 
• Understand security controls (preventive, detective, corrective, deterrent, compensating) 
• Learn about resilience and recovery (disaster recovery, backups, continuity) 
• Know data protection strategies (encryption, masking, tokenization, classification) 

2. Security Architecture 
• Compare and contrast architecture models (monolithic, client-server, microservices, cloud, zero 

trust) 
• Understand least privilege, defense in depth, and segmentation 
• Know how to secure enterprise infrastructure in on-prem, hybrid, and cloud environments 
• Apply change management and configuration management principles 
• Recognize impact of poor architecture design on security (e.g., flat networks, open access) 

3. Security Operations 
• Know common security tools: SIEM, EDR, IDS/IPS, firewalls, DLP, NAC 
• Understand logging and monitoring practices 
• Apply incident response steps: Preparation, Identification, Containment, Eradication, Recovery, 

Lessons Learned 
• Understand vulnerability scanning and patch management processes 
• Analyze indicators of malicious activity (e.g., abnormal logins, disabled antivirus, C2 traffic) 
• Know common attack types: phishing, ransomware, privilege escalation, SQLi, XSS, etc. 

4. Identity and Access Management (IAM) 
• Understand authentication types: password, token, biometric, certificate 



• Implement MFA (multi-factor authentication) 
• Differentiate between RBAC, ABAC, DAC, MAC 
• Review account lifecycle management (provisioning, deprovisioning, auditing) 
• Secure directory services (Active Directory, LDAP) and federated identities (SAML, OIDC, OAuth) 

5. Governance, Risk, and Compliance (GRC) 
• Understand regulatory frameworks: GDPR, HIPAA, PCI-DSS, NIST, ISO 27001 
• Know the purpose of security policies, standards, and procedures 
• Learn about risk management: risk assessment, mitigation strategies 
• Understand acceptable use policies, ethics, and security training requirements 
• Differentiate between qualitative and quantitative risk assessments 
• Practice security auditing and evidence collection 

Bonus Study Tasks 
• Review common acronyms for the exam (e.g., SIEM, DLP, EDR, RBAC, MFA, etc.) 
• Take at least 3 full-length practice exams 
• Use flashcards for attack types, port numbers, and tools 
• Set up a lab environment (e.g., TryHackMe, Hack The Box, or VirtualBox) 
• Stay current on cybersecurity news and real-world breaches 

 Security+ Must-Know Port Numbers 
Here's a list of the most commonly tested port numbers you should know for the CompTIA Security+ 
(SY0-701) exam, along with their associated protocols and purposes. 

Port Protocol Service / Purpose 

20 TCP FTP (Data Transfer) 

21 TCP FTP (Command/Control) 

22 TCP SSH (Secure Shell), SCP, SFTP 

23 TCP Telnet (Unsecure remote access) 

25 TCP SMTP (Simple Mail Transfer Protocol) 

53 UDP/TCP DNS (Domain Name System) 

67/68 UDP DHCP (Dynamic Host Configuration Protocol) 

69 UDP TFTP (Trivial File Transfer Protocol) 

80 TCP HTTP (Unencrypted web traffic) 

110 TCP POP3 (Post Office Protocol v3) 



Port Protocol Service / Purpose 

119 TCP NNTP (Network News Transfer Protocol) 

123 UDP NTP (Network Time Protocol) 

135 TCP/UDP Microsoft RPC (Remote Procedure Call) 

137–139 TCP/UDP NetBIOS (Name resolution and file sharing) 

143 TCP IMAP (Internet Message Access Protocol) 

161/162 UDP SNMP (Simple Network Management Protocol) 

389 TCP/UDP LDAP (Lightweight Directory Access Protocol) 

443 TCP HTTPS (Secure HTTP via SSL/TLS) 

445 TCP SMB (Server Message Block for file sharing) 

500 UDP IKE (Internet Key Exchange for VPN/IPSec) 

514 UDP Syslog (Logging protocol) 

636 TCP LDAPS (LDAP over SSL/TLS) 

993 TCP IMAPS (IMAP over SSL/TLS) 

995 TCP POP3S (POP3 over SSL/TLS) 

1433 TCP Microsoft SQL Server 

1701 UDP L2TP (Layer 2 Tunneling Protocol) 

1723 TCP PPTP (Point-to-Point Tunneling Protocol) 

1812/1813 UDP RADIUS (Authentication / Accounting) 

3389 TCP RDP (Remote Desktop Protocol) 

 

Security+ Tip: 

Focus on understanding what each service does, why it’s used, and whether it’s secure (encrypted) or 
unsecure (cleartext). These details often come up in scenario-based questions. 

List of Security Attack Types 
Here’s a categorized list of common security attack types you should know for the CompTIA Security+ 
(SY0-701) exam—along with a brief description for each. 

1. Social Engineering Attacks 

• Phishing - Fraudulent emails or messages tricking users into revealing data 



• Spear Phishing - Targeted phishing at a specific individual or organization 
• Whaling - Phishing attack targeting high-level executives 
• Vishing - Voice phishing via phone calls 
• Smishing - SMS/text-message-based phishing 
• Pretexting - Attacker creates a fake scenario to gain trust and extract info 
• Tailgating - Gaining physical access by following someone into a secure area 
• Dumpster Diving - Searching trash for sensitive information 
• Impersonation - Pretending to be someone else (e.g., tech support) to gain access 

2. Network Attacks  

• Man-in-the-Middle (MitM) - Intercepting communication between two parties 
• DoS (Denial of Service) - Overwhelming a system to make it unavailable 
• DDoS (Distributed DoS) - Coordinated DoS using many compromised systems 
• Replay Attack - Reusing valid data transmissions to trick systems 
• DNS Poisoning - Altering DNS records to redirect traffic to malicious sites 
• ARP Poisoning - Spoofing MAC addresses to intercept traffic on a LAN 
• Rogue Access Point - Unauthorized wireless AP used to intercept or monitor traffic 
• Evil Twin - A fake Wi-Fi access point impersonating a legitimate one 

3. Application-Based Attacks 

• SQL Injection - Injecting SQL commands via input to manipulate databases 
• Cross-Site Scripting (XSS) - Injecting malicious scripts into web pages 
• Cross-Site Request Forgery (CSRF) - Forcing a user to perform actions without their intent 
• Command Injection - Executing system-level commands through a vulnerable application 
• Directory Traversal - Accessing restricted directories/files on a server 
• Buffer Overflow - Overloading memory to execute malicious code 

4. Credential Attacks 

• Brute Force - Trying all possible combinations to crack a password 
• Dictionary Attack - Using a predefined list of words to crack passwords 
• Credential Stuffing - Using leaked credentials to try accessing other services 
• Password Spraying - Trying common passwords against many accounts 
• Keylogger - Capturing keystrokes to steal credentials 

5. Malware Attacks 

• Virus - Self-replicating code that infects files and programs 
• Worm - Self-replicating malware that spreads over networks without user action 
• Trojan Horse - Malicious code disguised as legitimate software 
• Ransomware - Encrypts files and demands payment for decryption 
• Spyware - Collects user information without consent 
• Rootkit - Hides malicious processes to maintain access 



• Logic Bomb - Executes malicious actions when certain conditions are met 
• Adware - Displays unwanted ads, may track behavior 
• Fileless Malware - Operates in memory without leaving traditional files on disk 

6. Physical and Insider Attacks 

• Insider Threat - An employee or contractor misuses access or data 
• Supply Chain Attack - Compromising a vendor or partner to gain access to the primary target 
• Hardware Keylogger - Physical device installed to capture keystrokes 
• Bad USB - USB devices reprogrammed to act maliciously 

Security+ Tip: 

Focus not just on memorizing the names, but understanding: 
• Attack vectors (email, web, network, physical) 
• Targets (users, credentials, systems, data) 
• Defenses (MFA, patching, awareness training, firewalls) 

 

Security+ SY0-701 – Common Security Tools 
Here's a comprehensive list of security tools you should know for the CompTIA Security+ SY0-701 
exam, categorized by function and including brief descriptions. 

1. Monitoring and Analysis Tools 

• SIEM (e.g., Splunk, QRadar) - Collects, analyzes, and correlates security logs/events 
• Syslog - Standard protocol for system logging across devices 
• Packet Sniffer (Wireshark) - Captures and analyzes network traffic in real-time 
• NetFlow - Collects metadata about network traffic flows (not full packets) 
• Protocol Analyzer - Interprets network protocols for troubleshooting and detection 
• Log Review Tools - Manual or automated review of logs for anomalies 

2. Vulnerability and Scanning Tools 

• Nessus / OpenVAS - Scans systems for known vulnerabilities and misconfigurations 
• Nmap - Network discovery and port scanning 
• Nikto - Web server vulnerability scanner 
• MBSA - Microsoft Baseline Security Analyzer (legacy tool for Windows) 
• SCAP Tools - Uses NIST standards for automated compliance checking 

3. Configuration and Hardening Tools 

• Group Policy Editor - Configures Windows security settings and policies 
• Baseline Analyzers - Compares current settings to secure configuration baselines 
• Patch Management Tools (e.g., WSUS, SCCM) - Automates OS and application updates 
• Secure Configuration Checklists (e.g., CIS Benchmarks) - Provides industry-standard 

hardening guides 



4. Credential and Access Management Tools 

• Password Cracker (e.g., John the Ripper, Hydra) - Tests password strength and identifies weak 
credentials 

• Credential Scanner - Identifies hardcoded passwords or exposed secrets in systems 
• Identity Provider (IdP) - Centralized authentication (e.g., Okta, Azure AD) 

5. Network Security Tools 

• Firewall - Controls inbound/outbound traffic based on rules 
• Web Application Firewall (WAF) - Protects web applications from attacks like SQLi and XSS 
• Proxy Server - Controls and logs user web traffic 
• VPN Concentrator - Manages encrypted remote access sessions 
• IPS/IDS (e.g., Snort) - Detects or prevents malicious network traffic 
• Honeypot - Decoy system used to detect or divert attackers 

6. Endpoint and Malware Tools 

• EDR (e.g., CrowdStrike, SentinelOne) - Detects, isolates, and responds to endpoint threats 
• Antivirus/Antimalware - Scans for and removes malicious software 
• Sandbox - Isolates and runs suspicious files for analysis 
• Application Whitelisting - Allows only approved apps to run on endpoints 

7. Forensics and Investigation Tools 

• FTK / Autopsy - Digital forensic analysis tools 
• Hashing Tools (e.g., sha256sum) - Verifies integrity of files 
• Disk Imaging Tools (e.g., dd, FTK Imager) - Creates exact copies of drives for evidence 
• File Recovery Tools - Retrieves deleted or corrupted files 

8. Other Useful Tools 

• Data Loss Prevention (DLP) - Prevents sensitive data from leaving the network 
• Browser Isolation - Opens web content in a secure container or virtual session 
• SCADA Security Tools - Monitor and secure industrial control systems (ICS) 
• Cloud Security Tools (e.g., CASB) - Enforce policies and visibility across SaaS/cloud apps 

Security+ Tools Exam Tip: 

Don’t just memorize tool names—know what problem they solve, when to use them, and what data 
they provide in investigations or monitoring. 


